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Deep Fake Audio Detection with Mel Spectrogram

*Hernandez Santiago Luis Eduardo, ™" Young B. Park

Abstract

In recent years, the rapid development of deep learning techniques has made easier the creation
of deep fake audio. This paper proposes a method to identify deepfake audio, using long exposition
methods applied to Mel spectrograms. By leveraging the temporal and spectral features captured in
Mel spectrograms. Our approach demonstrates high accuracy in detecting deep fake audio, preventing
the problems caused when people misuse deep fake audio.

Key words
Deep Fake Mel-spectrogram, VIM, Long Exposure Short-Time Fourier Transform

I. Introduction

The rise of generative technology has
transformed the way audio is produced.
Deep fake audio involves using deep
learning  algorithms to  generate
human-like speech that can convincingly
mimic a person's voice. Deep fake is
currently originating significant concerns
regarding spreading of misinformation,
identity theft, and privacy breaches.[1].
Like In 2019, criminals used deep fake
audio to mimic the wvoice of a CEQO,

convincing a subordinate to transfer

$243,000 to a fraudulent account.
Therefore, as these audio techniques
become more sophisticated, the need for
reliable detection mechanisms has

become paramount.

Traditional audio detection methods
often struggle with capturing nuances of
deep fake audio, needing more advanced
approaches [2].

This paper explores the use of long
exposition preprocessing applied to a Mel
spectrogram audio image to address this

* Of=offaly, XARIFE luislalo3100@gmail. com

*x CFZOJSHY, W= ybpark@dankook.ac.kr i {IRIA}
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challenge. Chapter 2 will explain the
dataset used for training the model.
Chapter 3 will lead you through the
preprocessing techniques we applied to
the audio samples. Chapter 4 will explain
the “TinyVGG™ architecture, a small
implementation of a VGG model. Chapter
5 will depict the training results and
Chapter 6 will conclude and explain
further research.

IT. Data Composition

2.1 In the Wild Dataset

The dataset used, known as “In the Wild”
dataset, comprises 40 hours distributed
over thirty thousand audio files of 16kHz
sample rate from 58 notable celebrities
and politicians.

These files are divided into two
categories: "Bona-fide," which contains
authentic  audio
"Spoofed-audio”
generated audio files. Each speaker is

represented by approximately 23 minutes

recordings, and
containing deepfake

of bona-fide audio and 18 minutes of
spoofed audio.

II. Audio Preprocessing

3.1 Applying Mel Spectrogram

Mel spectrograms transform audio files
from the time domain to the frequency
domain using the Short-Time Fourier
Transform (STFT). This process captures
spectral information essential for

identifying anomalies introduced by

deepfake audio. The x-axis refers to time,
and the y-axis represents the frequency
on the Mel scale, which approximates
human auditory perception [3]. This allows
us to see patterns in the spectrogram that
reveal anomalies introduced by deepfake
audio.

We extracted Mel Spectrogram features
from TTS (Text to Speech) fig.1(a),
Deepfake fig.1(b) and Real audio samples
fig.1(c). We can notice a constantly
generated horizontal line in both TTS and
Deep fake audio samples.

Mel(f)

i I
{ Lt ‘.‘, i
{ (o

b I O

it 180 S

a) TTS Mel Spectrogram

Mol

Mel(f)

Time
¢) Real audio Mel Spectrogram

Fig.1 Mel Spectrogram Preprocessing
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3.2 Long Exposure Technique
Preprocessing images with long
applying
techniques that enhance motion within a

exposure effects involves
scene. Long exposure technique captures
the movement of elements within the scene.
Constant elements appear sharp and clear

while moving elements appear blurred. [4]

3.3 Windowing Preprocessing

To apply the long exposure effect to our
audio images, we applied a 1-second
window screening followed by a .5
millisecond overlap between windows. We
then combined these segmented
spectrograms to achieve a long exposure
effect. [5] The results of this process are

depicted in Fig. 2.

b) Real audio sample after long exposure

Fig.2 Audio sample after long exposure

For machine learning purposes, audio
files were transformed into 64x64 pixel
images, representing spectrogram data, to
facilitate pattern recognition in audio

characteristics.

IV. Model Architecture

The TinyVGG model is a simplified
version of the VGG neural network
architecture, designed for image
classification tasks. The input requires
3-Channel images for feature extracting
with the convolutional operations and a
classifier in charge of the feature mapping
and flattening into a fully connected layer
for classification. TinyVGG ensures
simplicity and is less resource intensive
VGG  models,

maintaining robustness and accuracy [6].

than traditional while

V. Results

The model was trained for 20 epochs
with a batch size of 32 and the Adam
optimizer. The Cross Entropy Loss

function was used. Results were

summarized in Table 1; loss function Fig.3
a) and accuracy graph Fig.3 b) are depicted

in Fig 3.
Table 1. Training Results
Train Loss 0.0158
Train Accuracy 0.9950
Test Loss 0.0333
Test Accuracy 0.9830
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\_’\—v
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Epochs

a) Loss Function

Accuracy

7_/—_—’_'__/_—&7/____-—_‘

1.00

0.90

—— train_accuracy
test_accuracy

0.0 25 5.0 7.5 10.0 125 15.0 17.5
Epochs

b) Accuracy
Fig 3. Loss Function & Accuracy Graph

VI. Conclusion and Future
Research

This study presents an effective method
for detecting deep fake audio using long
exposition techniques applied to Mel
spectrograms. By capturing detailed
temporal and spectral features, our
approach

accurately  distinguishes

genuine audio from synthetic samples.

Due to insufficient data for TTS audio
file we expect to collect enough data to
add TTS deepfake detection
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Development of Cyber Resilience Evaluation
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Entities NES=" (o]
192.168.1.10 ping 192.168.1.10
192.168.1.11 ping 192.168.1.11
192.168.1.12 ping 192.168.1.12
25 HAM 1 ip link set eth0 name T1
25 MM 2 ip link set eth1 name T2
& MA ip link set eth2 name P1

auto T1, T2, P1

iface T1, T2, P1 inet static
g Ip address 192.168.1.10
address 192.168.1.11
address 192.168.1.12
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M<—model empty set;
for t=1 to 3 do
A Al Aencl U enCOde(Xt);

A Ae’n c2 U CHCOdC(Xt);

encl
enc2<
end

A

A j, s < concatenate (A

encl» enc?);

M < train M withA 5 // model training
//prediction
« < threshold,
for t=1 to  do
p<pU M(T);
AT -p;
if A>a then
R« RU{1}; //anomaly
else
R< RU{0}; /mormal

end
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accuracy, ROC-AUCE AHEsI3iTH13].
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negatives (FN)E Ahg-sto] AlAbdt). 2F
ASA R A2 ofefiet Hot

) B TP+ TN

CUrAY = TP TN+ FP+ FN
precision — — I

recitsion — —TP+FP

TP
Recall = 5 N
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pix2pix-Swin: RGB-to-NIR Translation with CGAN

*In-Cheol Park, ™ Young-Wan Jin and ™" Shi-Ho Kim+

e °F

RGB O|0[X|E ZX|{(Near-Infrared, NIR) O|0|X|2 HetSh= T71&2 XgFd K&l oPddut oy
SH0]| 7|0fe == QUCE 2 HT0ME ALt HIEH nE oM =EE 374 HIo|H MEQ! IDD-AWE
28510 RGB O[O|X|E NIR O|0|X|Z Hei5h= BIHZ KOHSICE O|F 2f8f pix2pixHD ZEES 7[HIe=
Sz pix2pix-Swin 222 AESIILCE pix2pix-Swin 222 Swin Transformers 7 |EQ| =1t H|WSH
HI WX MBSO CHYSH NIR O[O[X|E MdE 4= AURH, Ol X2 AHHO| oSt FAS /%t

Sl Al ATTEQO] Jiof Z[ofe = US AR 7|CHEICE

2

Key words
Image generation, Image to Image translation, Autonomous Driving
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